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INTRODUCTION

DocRetriever for SharePoimhhstallationGuide

ThislInstallationGuidecontainsall the information you needto installDocRetriever for SharePoint

Appassureecommendghat you read through this guideand familiarizeyourselfwith the contents.If
you are experiencingproblemswith DocRetrieverconsultthis guide before you contact Customer
Support.

Pleasefollow the stepslisted below to successfullyperform a new instdlation of DocRetriever for
SharePoint This guide should be used for new installations only. Pleasecontact support for
instructionson upgradingfrom previousversions.

DownloadlnstallationKit

Downloadthe latest releaseof DocRetriever for SharePdojnvww.appassure.comYou can get the
installation from the Appassuredownloadsite. The product located on the download site is a trial
version.If youareacustomer, pleasecontact sales for a customer key.



http://www.appassure.com/
http://www.appassure.com/
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INSTALLIN®OCRETRIEVER FGRIAREPOINT

Whatis DocRetrieve?

DocRetrievers a SharePoint recoveand migrationtool offering administratorghe ability to restore
SharePoint objecat the itemlevel eliminating the ne@ to rely on SQL Server other backups to
restore SharePoint content. Delivering ffitlelity SharePoint objectecovery fom the SharePoint
backups,offline SharePointdatabases or their SQL backuf@3ocRetriever delivers comprehensive
objectthroughfarm level protection for organizations that depend on SharePoint for their mission
critical business.

System Requirements

The following requirements are recommended to achieve the best performance from DocRetriever:
1. Hardware:
0 CPWc core 2 Duo 1GHz ordter
0 RAMc 2 GB or more
o Disk Space 100 MB (for product onlyallow space for the database files you will use in
restore)
o Network Card
2. Operating Systems Requirements:
0 Microsoft Windows 2008 R2 x64 and x86
Microsoft Windows 7 x64 and x86
Microsoft Windows2008 x64 and x86
Microsoft Windows Vista x64 and x86
Microsoft Windows 2003 R2 SP2 x64 and x86
Microsoft Windows 2003 SP2 x64 and x86
Microsoft Windows XP SP2 x64 and x86
NOTE:DocRetriever Agent has to be installed on the SharePoint feoathtWeb serverof the
Farm The operating system requirements for the agent are therefore constrained by Operating
System versions supported by SharePoint.
3. Software Requirements:
o0 NetFramework3.5 SP1
0 Console Locally Installeéhstanceof the Microsoft SQL Server
A 2005SP2 (Standard, Enterprise, Express with Advanced Services)
A 2008 SP1 (Standard, Enterprise, Express with Advanced Services)
A 2008 R2 (Standard, Enterprise, Express with Advanced Services)
o0 Agentg Locally installeharePoint
A Windows SharePoint Servicg®
A 2007 WebFrontend
A 2010 WebFrontend

o O O O O

o
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NOTES:

1) When using SQL Expressne of the SharePoint databases in the databaseckesen as the
recovery source caexceed 4GB in size. SQL Express only supports operating with database
sizes up to 4GB.

2) Windows Iternal Database is NOT supported for installation with DocRetriever Console.

3) 52 OwS (i NGosteitSNamh & S feliesloNBy [T SE A y RsBrifice.aAMhiénND K
using SQL Express, tBOL Express with Advanced Senfiessto be installed forth &/ 2y G S
{ SFNOKE FSIGdzZNE Ay 520wWSOUNARSGSNI G2 62 NJ

4. Network Requirements
o The communication betweeBocRetriever Console and agents is done via TCP port 2525
by default or user can change it in interfaddake sure this port is open on all the agents
and isreachable from the host where Console is installed.
5. Security Requirements
o DocRetriever Agent Service Account
A Member of the Local Administrators group
A Farm Administrator
A Site Collection Administrator for each Web Application in the Farm
A SysAdminole forthe SQL Server supporting the Farm
0 DocRetriever Console Account
A SysAdminole forthe localinstance ofSQL Server where the DocRetriever Console
is installedif using Windows Authentication mode to connect the DocRetriever
Console to the local SQL instanc
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Supported Items

1. SharePoint versions supported:
0 Windows SharePoint Services 3.0
0 Microsoft Office SharePoint Server 2007
0 Microsoft Office SharePoint Server 2010
2. Offline SharePoint database versiosigpported by DocRetriever
0 SQL Servet005 SharePoirdatabasesif DocRetriever console is installed with SXDD5
0 SQL Serve2008 AND2005 SharePoint databaseddbcRetriever console is installed with
SQL 2008
0 SQL Server 200B2 SQL Server 2008ND 2005 SharePoint databases if DocRetriever
console is instadid with SQL 200B2
3. Offline recovery sources supported
o0 Appassure Replay Recovery PoiiftBocRetriever is installed on the Replay Server
A Content database
A Farm- Configuration database arall Content databases for the Farm have to be
available
A SharePoinBackup (Farm or Content database)
A SQL Backup 2005 if DocRetriever console is installed with SQL(F20@% or
Content database)
A SQL Backup 20086r 2008if DocRetriever console is installed with SXDD8 (Farm
or Content database)
A SQL Backup 2002008 or 2008 R2if DocRetriever console is installed with SQL
2008R2(Farm or Content database)
o Local dsk on the machine where DocRetriever is installed
A Content database
A Farm- Configuration database anall Content databases for the Farm have to be
available
A SharePoint Backup (Farm or Content database)
A SQL Backup 2005 if DocRetriever console is installed with SQL(F208% or
Content database)
A SQL Backup 2008r 2008if DocRetriever console is installed with SXDD8 (Farm
or Content database)
A SQL Backup P8, 2008 or 2008 R2 if DocRetriever console is installed with SQL
2008 R2 (Farm or Content database)
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Installing DocRetriever for SharePoint

Overview

The installation process consists aé¢ployingDocRetrieveragents toFrontend Web serves
of each Farmwhere content has to be recovered and then installing the Rewiever
console on the machine to be used to browse SharePoint offline databases.

The same installation binary is used to install agents and consoles.

Agent install
Set up the account to be udeby the agent.

DocRetriever agent is designed as a windows serviceorder for DocRetrieveto operate
O2 NNBE O t & sdivic&accbuntShguidreet the following requirements:

- Member of the Local Administrators group
- Farm Administrator
- Site Colledbn Administrator for each Web Application in the Farm

- SysAdmirrole forthe SQL 8rver supporting the Farm

This guide will provide a brief walkthrough for setting up the DocRetriever service account.

1. Create a lodeor domain user named DRAgent

2. On the Wb Frontend where you plan to install DocRetriever service add this account to the
Local Administrators group

3. Open the SharePoint Central Administration for the Farmaaithe account created in step 1 to
the FNY ! RYA Y A &l NI igarédDitiroughNR dzLJ 6 { SS C
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Central Administration

}\)\g‘o Central Administration
Home Operations | Application Management

Central Administration = Operations

Operations

Wiew All Site Content This page contains links to pages that help you manag

‘ Central | affect multiple servers or applications.
Administration

| w Operations Topology and Services
= Application @ Servers in Farm

‘ Management )
‘ @ Services on server
Shared Services =

Administration Outgoing e-mail settings

S charedssrnices] @ Incoming e-mail settings

‘ @ Approvejreject distribution groups
5] Recycle Bin

Security Configuration

@ Service accounts

@ Information Rights Management

@ Antivirus

@ Blocked File types

@ Update Farm administrator's groy

@ Information management pol |§ ¢ configuration

@ Manage settings For single sign-on
Figurel

Central Administration

)‘@O Central Administration

{'Hpilne‘ ; Operations Application Management

Central Administration = People and Groups

People and Groups: Farm Administrators

j Groups | | Members of this group have full access to all settings in the farm. They can also take owr
= Farm Administrators [Mew |~| Actions »  Settings ~
= More. .. ‘ Add Users

[ Add users to a group or site.

% Jss

All People
New Group

{ Site Permissions Create a new SharePoint group.

View All Site Content | | |
&

' Central r
| Administration

Administrator

= Operations
= Application | e
Management r - BUILTIN\Administrators

' Shared Services
| Administration

g

= SharedServices1 ‘

Figure2
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Central Administration

% Central Administration

Ho

| Operations Application Management

| Central Administration = Site Settings > Permissions > Add Users

Add Users: Central Administration

Use this page to give new permissions.
Add Users
‘You can enter user names, group names, or e-mail addresses, Separate them with semicolons.

Add all authenticated users

Give Permission

Choose the permissions you want these users to have. You can add users to a SharePoint group
(which is already assigned to a permission level), or you can add users individually and assign them
to a specific permission level,

‘Welcome System Account v | My Site

UsersfGroups:
2KBE-X64-MOSS-1\DRAgent

Vi

Give Permission
& Add users to a SharePoint group
[Farm Administrators [Full Control] ~|

View permissions this group has on sites, lists, and items. ..
€ Give users permission directly

I~ Full Contral - Has full contral.

SharePoint groups are recommended as they allow for ease of permission management across
multiple sites.

I~ Design - Can view, add, update, delete, approve, and customize.
[T Contribute - Can view, add, update, and delete.
I Read - Can view only.

OK h | Cancel |

Figure3

Central Administration

x‘? Central Administration

‘L,ﬂ‘l'EE, &l Operations Application Management
i Central Administration > People and Groups
People and Groups: Farm Adm
‘”Groups v Members of this group have full access to all settings in the Farm, ~
‘ = Farm Administrators ; ‘ New ~ Actions ~ Settings ~
i * More... ‘Iir_ﬁi@ c ”Eﬂ'll':‘
' all People r 2K8E-X64-MOSS5-1boss
‘ Site Permissions C

| view All Site Content |

Central 2KBE-X64-MOSS-11dragent
Administration r -~ \drag
= Operations { \j

= Application
‘ Management Administrator
| Shared Services
Administration

| = SharedServices1 |
BUILTINYAdministrators
5] Recycle Bin
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4. Next in the Central Administration for each Web Application add the account created in stepl to
the Site Collection Administrators ( see Figlsesd §

Central Administration
S\

)%o Central Administration
Home  Operations | Application Management

| central Administration > Application Management

Application Management

F
[} Coﬁfeirgtlerratj;:%ot ¢ | This page contains links to pages that help you configure set
Complete
See administrator task list SharePoint Web Application Management
for more information

Create or extend Web application

| view Al Site Content |

Central
Administration

= Operations

Remove SharePoint from IIS Web site
Delete Web application

Define managed paths

= Application Web application outgoing e-mail settings
Management Web application general settings
St Sernces Content databases
' Administration Manage Web application features

8] Recycle Bin Web application list

SharePoint Site Management

Create site collection

Delete site collection

‘ Site use confirmation and deletion
Quota templates

Site collection quotas and locks

Site collection administatts};

Site collection list

Figure5
Central Adminstration Welcome Administator * | 1§
DY . '
}@7 Central Administration
Home  Operations !\pphggnuuwt d ; ; :E |
| Central Administration > Application Management » Site Collection Owners
Site Collection Administrators
Severfam | ) ‘ )
i Confuratin ot | Use this page toview and change the primary and secondary it colection adminstrators for  site collecion, As ite collction adminstrators, tese users receive any quota or auto-deleton notices and have full controlover all content n the st colection,
Complete

See it | Ste Colecion

Site Colecton: - http:/2kBe-X64-moss-1:12345 sites appTeam v
for moreinformation | Selecta ite Colection,

| Vewdl S\te Content
Central Primary Site Collection Administrator Primery site colecton adminisrator:
Administration The primary site collction administrator s displayed. Type & user pame, and then dick OK to save MREPMY-Ol\dragent y 9,/ @
: the change,
+ Operafions %
+ Applcation

Management Secondary Site Collection Administrator Secondary it colection acministator:

- The secondary e colection adrinstator is an ptional entry for & Web e colection, The HREPLAY-01\adminigtrator 0]
4
Shared Semces secondary site collcton adminstrator is ispayed. Type & user name, and then click OK to save
Administration e

] Recycle Bin

Figure6
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7.

Launch he SQL Server Magement Studio and connect to the SQL server supporting the Farm
In the lefthand tree navigate t&ecurity-> Loginsand make sure you see the account created in
step 1 in the list of accounts. If you do not see the DRAgent account as shown in thé&tpuve
add the account. Select the account, rigtitk and seledProperties( Rgure 7)

.5§ Microsoft SAL Server Management Studio

File Edit View Tools Window Community Help

: o) NewQuery | [7y | %ofy 00y Iy | (8 | 5 ¥ ch B @ | 5 E
Object Explorer

Connect~ | @) m T [2]
= |4 locathost (SOL Server 9.0.4053 - MREPLAY-01\A4dministrator)
# [ Databases
= [ Security
= [ Logins
A 2KBE-X64-M055-15\Administrator
A 2KBE-X64-M0S5-1\boss

Bo® 0K SF -<X64-M0SS-15\DRAgent: _
o5 2KSE-XE4-MDSS-1450LServy New'Login. M
'2;] 2K8E-X64-M0SS-1550LS ervy Script Login as » M
o) 2KSE-XE4-MOSS-1AS0LServy 54
2% BUILTINAAdministrators Reports 4
A MREPLAY-01\&dministrator
A NT AUTHORITYASYSTEM At
A sa Delete
# [ Server Roles
[+ [ Credentials Refresh
1 Server Objects | Properties A
£

|1 Replication
Figure7

In the Login Propertiepage navigate to th&Server Role y (G KS f SFG =
the righthand side and apply the changés:igure 8)

S LR : ; Script ~ L_'j Help
24 Genera
%4 Server Roles
A4 User Mapping
A Securables
A4 Status

O«
S
w»
O«
—

Server role is used to gre

Server roles:

[ bulkadmin
dbcreator
diskadmin
processadmin
public
securityadmin
serveradmin
setupadmin

ET——

OO0

CK]

&0

Figure8
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The account configuration for the DocRetriever Agent service has been completed.

1. Download theDocRetriever installation package to the local disk of the Web Feorat
Server for this Farm andalinchit. The file is a self-extracting zip archive there is no
need to extract files manually prior to running the executable The following screen

should come up:

WinZip Self-Extractor - DocRetriever-2.2.0.27 21 0.exe

DocRetriever for SharePoint, Version 2.2
tem level recovery for Sharepoirt

Please click Setup to continue with the installation. Cancel |

About

Figure9

2. After clickingSetupthe installation will be unpacked and the following installation screen will be
presented(Figure 10)Clickinstall DocRetriever Agent

DOCRETRIEVER
Install DocRetriever Console

Install DocRetriever Agent

" Install DocRetriever Console and Agent |

I Install
P Guide

Figurel0

NOTEThe installer will verifyhte presence and status of the SharePoint Femd server on the
local computer. If there is no SharePoint Frend on the machine where installer is running, the

install will show a mesge and exit.

@#W% The DocRetriever For SharePaint Agent must be installed on a
'-.\ /.-' server with Windows SharePoint Services [\W33),
= Please install W33 before install the DocRetriever Agent.

Figurell
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3. At the Welcome screen, click tHdext button.

{t? DocRetriever for SharePoint Agent . x|

DOCRETRIEVER

Welcome to the DocRetriever for SharePoint
Agent Installation Wizard.

Version: 2.2.27210

The Wizard will install DocRetriever for SharePoint Agent on
your computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

Cancel |

Figurel2

4. Click thel accept the terms in the license agreemeradio button. If you do not, you will not be
able to proceed with the install. Once you have selected the corretbibutlickNext.

i'.g!,l DocRetriever for SharePoint Agent x|

License
Please read the following license agreement carefully.

DOCRETRIEVER

AppAssure End User License Agreement (EULA) il

BY INSTALLING OR USING THE SOFTWARE (AS DEFINED BELOW), OR
CLICKING THE "I ACCEPT" BOX, YOU ARE AGREEING OMN BEHALF OF
THE ENTITY LICENSING THE SOFTWARE (“"COMPANY™) THAT
COMPANY WILL BE BOUND BY AMND IS BECOMING A PARTY TO THIS
LICENSE AGREEMENT ("LICENSE"™) AND THAT YOU HAVE THE
AUTHORITY TO BIND COMPANY. IF COMPANY DOES NOT AGREE TO
ALL OF THE TERMS OF THIS LICENSE, DO NOT INSTALL OR USE THE
SOFTWARE AND DO NOT SELECT THE "I ACCEPT” BOX. COMPANY _

LIRS RImT My kAT A L T RIC T i ARIM T RLCT ALITILImDTFEm T

¥ 1 accept the terms in the license agreement: Print |

" I do not accept the terms in the license agreement

< Back I Mext = I Cancel |

Installshield

Figurel3
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5. Choose whether you would like to install for the current user or of anyone who logs on to this
machine. It is strongly recommended that you chodsayone for the Agent install. Choose
Anyoneand clickNext.

Figurel4d

6. You can acceptthe default installation location for DocRetriever for SharePojnbr choosea
different location. We suggestyou acceptthe defaultlocation.

Figurel5













































